Ashleworth Parish Council: Data Protection Policy
1. Purpose & Scope
[Insert Name] Parish Council is committed to protecting the privacy and data rights of its residents, staff, contractors, and councillors.
As a Data Controller, the Council must comply with the Data Protection Act 2018 and the UK General Data Protection Regulation (UK GDPR). This policy applies to all personal data processed by the Council, regardless of whether it is held digitally or on paper.
2. Core Data Protection Principles
The Council will ensure that all personal data is handled according to the seven core principles of the UK GDPR. Data must be:
1. Lawful, Fair, and Transparent: Processed legally and fairly, with clear information provided to individuals about how their data is used.
2. Purpose Limitation: Collected only for specific, explicit, and legitimate Council purposes (e.g., managing allotments, processing planning feedback).
3. Data Minimization: Adequate, relevant, and limited only to what is necessary.
4. Accuracy: Kept accurate and, where necessary, up to date.
5. Storage Limitation: Kept in a form that identifies individuals for no longer than is necessary (as defined by the Council's Data Retention Policy).
6. Integrity & Confidentiality: Kept secure against unauthorized access, accidental loss, destruction, or damage (as defined by the Council's IT Policy).
7. Accountability: The Council must be able to demonstrate compliance with all the above.
3. Individual Rights
The Council respects the legal rights of individuals regarding their personal data. Residents and staff have the right to:
· Access the personal data the Council holds about them (via a Subject Access Request or SAR).
· Correct any inaccuracies in their data.
· Request the deletion of their data (the "right to be forgotten"), provided it doesn't conflict with the Council's legal duties to keep financial or historical records.
· Object to or restrict certain types of data processing.
Subject Access Request (SAR) Protocol: If a resident formally requests a copy of their data, the Council must provide it free of charge and within one calendar month. Councillors and staff must immediately forward any such requests to the Clerk.
4. Data Security & Breaches
The Council will maintain appropriate technical and organizational measures to prevent data breaches.
· Councillors & Staff Responsibilities: Everyone handling data must follow the security baselines outlined in the Council's IT Policy (passwords, device locking, no sharing of accounts).
· Reporting a Breach: A personal data breach is any event leading to the accidental or unlawful destruction, loss, alteration, or unauthorized disclosure of personal data (e.g., emailing a resident's private details to the wrong person, or losing an unencrypted laptop).
· The 72-Hour Rule: If a data breach occurs and it poses a risk to individuals' rights and freedoms, the Council must report it to the Information Commissioner’s Office (ICO) within 72 hours of becoming aware of it.
5. Sharing Data with Third Parties
The Council will not sell personal data. It will only share data with third parties (such as internal/external auditors, payroll providers, or principal authorities like District/County Councils) when there is a clear lawful basis to do so, or when required by law.
6. Information Commissioner's Office (ICO) Registration
The Council is legally required to register with the Information Commissioner’s Office (ICO) as a Data Controller and pay the annual data protection fee. The Clerk is responsible for maintaining this registration.
7. Policy Review
This policy was adopted by Ashleworth Parish Council July 2026 It will be reviewed annually.

