Ashleworth Parish Council: Information Technology (IT) Policy
1. Purpose & Scope
This policy outlines the rules for using the Council’s IT systems, email, and devices. It applies to all employees, contractors, and elected Councillors.
The goal is to protect Council data, ensure compliance with data protection laws (UK GDPR), and shield the Council from cyber threats.
2. Device Use & "Bring Your Own Device" (BYOD)
Many councillors use personal phones, tablets, or laptops for council business. If you use a personal device:
· Security Baseline: Any device accessing Council emails or documents must be protected by a PIN, password, or biometric lock (fingerprint/face ID).
· Software Updates: Operating systems and apps must be set to update automatically to patch security gaps.
· Loss or Theft: If a device containing Council emails or data is lost or stolen, you must report it to the Clerk within 24 hours so access can be remotely revoked.
· No Sharing: Family members or friends must not be allowed to use a device while Council documents or emails are open.
3. Email & Communication Protocol
Email is the primary record of Council business and is subject to Freedom of Information (FOI) requests.
· Official Accounts Only: All Council business must be conducted using official email addresses. Never use personal email addresses (Gmail, Hotmail, etc.) for Council business.
· Tone: Emails should be treated as formal public correspondence. Do not write anything in an email that you would not be comfortable seeing published in the local press.
· BCC for Mailing Lists: When emailing groups of residents, always use the BCC (Blind Carbon Copy) field to avoid leaking residents' personal email addresses to the rest of the group.
4. Passwords & Cyber Security
Weak passwords are the easiest way for hackers to breach Council systems.
· Password Strength: Passwords must not be easily guessable. We recommend using the "Three Random Words" strategy (e.g., AppleCarpetAnchor!).
· Multi-Factor Authentication (MFA): MFA (where a code is sent to your phone or app) must be enabled on all official Council email accounts.
· Phishing Awareness: Do not click links or download attachments in unexpected or suspicious emails. If an email from a fellow councillor or supplier "feels wrong," verify it via a phone call.
5. Data Protection & Storage
The Council handles sensitive resident data (e.g., planning objections, allotment applications, financial records).
· Approved Storage: Council documents must be stored on the approved Council cloud system [e.g., OneDrive / Google Drive / Councillor Portal]. Do not store local copies on personal hard drives.
· Data Retention: Do not keep personal data longer than necessary. Follow the Council's Document Retention Policy for deleting old files.
· Paper Records: If you print Council documents containing personal data, they must be kept secure while in use and shredded when no longer needed.
6. Social Media & Representing the Council
· Only designated individuals [usually the Clerk or Chair] are authorized to post updates on behalf of the Parish Council’s official social media pages.
· When posting on personal social media accounts, Councillors must make it clear they are speaking for themselves, not representing the official view of the Council.
7. Policy Review
This policy was adopted by Ashleworth Parish Council July 2026 It will be reviewed annually to ensure it aligns with changing technology and legal frameworks.

